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Class Discussion

Internet Free Speech: Who Decides?
$ 0% (e e)ﬁ\‘\.\ﬁ < iy

® |s the Internet a form of “public speech”?

® How can the different national perspectives on free speech be
managed in a global environment like the Internet?

® Given that the Internet is supported by governments and private
companies, should these institutional and corporate needs

supersede the free speech rights of individuals on the Internet?
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Understandmg Ethlcal Social, and Polltlcal Issues in

E-commerce
bl B dsulaad) g Ao laial) g AEMAY) Ll agd

43 g ASHY
® Internet, like other technologies, ccilia ol il e L s Jia il sy
can: :M
Enable new crimes 3aaa ol (S
Affect environment Al e i
. doc LAy aaall 2aes
Threaten social values e 4’? o Y e'd e
. L) 8 Aling B g
® Costs and benefits must be i (s Y Latie Logus ¥ <2l
carefully considered, especially ;. g ABE g A 9318 Agun 68 1o doe
when there are no clear-cut legal allaal

or cultural guidelines




A Model for_Organlzmg the Issues
Lilaall ﬁm CJ}M

® Issues raised by Interf\et and Al LU ) A ey
e-commerce can be viewed at i

5 il g i Y)W

:ndl\lndual, social, and political il siadll o i g Sy
evels Al g e Laial) g 43 Al
= Four major categories of L8l (pa A ) Cilid 2y )f
issues: Cila glaall (3 gas
Information rights Sl 3 gaa
Property rights oS
dle g dalad) DLl

Governance - )
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Public safety and welfare




The Moral Dimensions of an Internet Society
i AT aalaal A0MAYY Al

I .

e l .
e 2

" Political Issues
Information | . Property
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' BaS|c Ethlcal—'Concepts
dalual) ABNAYY asalaall

= Ethics e
Study of principles used to determine < bse il deaiiuall fsaluall 4l )2
right and wrong courses of action b g dasiall Jaall

= Responsibility Al sioal

- ddilusal)
® Accountability ..
o ere Al g gaua

= Liability a1 iy S pand il 58
Laws permitting individuals to 43 Il el oY)
recover damages e seie i 5 yra (il il

® Due process Llad) caldalid) ) cedal) e 3 yadl)
Laws are known, understood e S5 il ) gadat laal

Ability to appeal to higher authorities
to ensure laws applied correctly




Ana!yzmg Ethlcal D|Iemmas
AMAY) Ciudanal) Jalan

= Process for analyzing ethical ABNAY carall Julad dulas
dilemmas: 7 a5 Lgha 5 5 3laad) aaas
Identify and clearly describe all 2as g dliazall sl &) all 2aa

the facts alall ey eV

Define the conflict or daliad) Clasal paas
dilemma and identify the I WA i€y N <l LA saa
higher-order values involved " J sine
Identify the stakeholders b 5Lt Alaiaall () gall daa

Identify the options that you
can reasonably take

[dentify the potential
consequences of your options




Cangllglate Ethlcal Prmaples
48MAY) (galuall T yall

® Golden Rule

duad 3ac|d
® Universalism il el
= Slippery Slope U
o ub Ddaia
m Collective Utilitarian ) il ‘

Principle

OJ.L\A.AM u.c QJ)J’J‘
Aailaa elae da g Y
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laal) el sacld

= Risk Aversion

® No Free Lunch

= The New York Times Test
® The Social Contract Rule




Prlvacy and Informatlon nghts

il gleall (3 g8 g A gucadll

Moral right of individuals to be dam g ) S i of b Nl ol jalll 3a

left alone, free from surveillance,

or interference from other
individuals or organizations

Sl Al e JAST Sl A1 el e T
Cila glaall dua pad

® Information privacy . w
dpa padll (e die 84 sana

Subset of privacy R
Claims: e A Glaglaa gan pde Al g
= Certain information should YY)
not be collected at all gsi aladiul 8 r‘S*:‘M al Y| e

= Individuals should control the aeic leran 2 Gl glaa

use of whatever information
is collected about them




® Major ethical issue related to e-
commerce and privacy:

Under what conditions should
we invade the privacy of
others?

® Major social issue:

Development of “expectations
of privacy” and privacy norms

® Major political issue:

Development of statutes that
govern relations between
recordkeepers and
individuals
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Informatlon Collected at E -commerce Sltes

Al g Sl 3 jlasill @\ygﬁ@uﬁgﬂ\ <ila glrall

= Data collected includes Lgran ad Al bl Jadd g
Personally identifiable () Ao &ll Ciy i) Dl slese
information (PII) Jlaadl A jeaa Gila glaa
Anonymous information Lgran a3 AN it ) 5i)

® Types of data collected 2l eailell s o) giall 5 ansYl

elaia¥) Glacall 5 ¢ 35 5iSIY)

Name, address, phone, e-mail, iall g duilaiy) cilboall el

social security

. e.dad.,“\jmg_d"' )y yaxdl g

Bank and cre.dlt accoun.ts, gender, Sl il ¢ Jamitl] AL
age, occupation, education T Juadi] : 2
cs..as.d\ X Sl bl

Preference data, transaction data,
clickstream data, browser type




| Socnal Networks andPrlvacy
dua gadll g dae Laial) il

m Social networks

Encourage sharing
personal details

Pose unique challenge to

maintaining privacy

m Facebook’s facial recognition

technology and tagging

= Personal control over
personal information vs.

organization’s desire to

monetize social network
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Moblle and Location- based Prlvacy Issues
Al a8 gall g Jisal) Jo dua guadl) cdISEn

= Smartphone apps SY) gl iy
Funnel personal information dﬁ.ﬁﬂ‘ Sl At Ll Jile gledll

to mobile advertisers for lhaginl sl e Gailaa)
ey

Lt JaT 5 (padiiunal) ol g o
OS5 Omaddiunal) (1 742

targeting ads
Track and store user locations

® 42% of users say privacy a concern (318 dua guad)
® Mobile Device Privacy Act Jgall Jlea duapad o 5ild
Not yet passed 22y Wy yal oy ol

Requires informing consumers &= Js> Sl o] llaly
about data collection Sl




®m Advertising networks

Proflllng and Behaworal argetlng
(S slead) ilagiu) g Jaralil)

m Profiling il
Creation of digital images that Jnad (Al Al guall (L)
characterize online individual and group e elaall g g el & Ll
behavior SRvEN
Anonymous profiles siaall A sene dpadd Clil

a2l Ll

Personal profiles )
clide Y il

e il 5 llgivall o sl a

Track consumer and browsing behavior sl
on Web Glo ariiuall ol Lo ana dliSay
Dynamically adjust what user sees on LS el 433
screen OnSlginall radle duaatg oLy
Build and refresh profiles of consumers 93l J& o6 el

® Google’s AdWords program




Profllmg and Behaworal Targetmg (cont ) |

m Deep packet inspection P IV DR PR A
m Business perspective: rs ot ke
] ?cdj cu)\.cY\é\_d\.zAuAmJ.\

Increases effectiveness of L

dvertising, subsidizing free s s

av‘f ‘ g, g Lo Gl Jlafind (e oS3
conten saaall cileadll g cilatial
Enables sensing of demand for -aall) [ glala
new products and services oo i€l aae a5 Cariay
m Critics’ perspective: dua padl) g4l 58

i jlza O Slgtusall ey s
w\ Q_\\.A)SMM tAAj 3 S
adat () 92

Undermines expectation of
anonymity and privacy

Consumers show significant
opposition to unregulated

collection of Eersonal information
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The Internet and Government Invasmns of Privacy
dua gadll &) g jal) da gSal) g cul i

® Various laws strengthen ability 53eal 508 5% Adlida ol g SUa g

of law enforcement agencies to (Ao bua ) o ¢ gilal) 33
monitor Internet users without Gl 99 Ulal g ale )93 i Sy
knowledge and sometimes (iliat
without judicial oversight i sSas aan (ST g S Ll (LIS
CALE‘_A, USA PATRIOT Act, Cyber i sSam STy5S (ST Criapailel)
Security Enhancement Act, oK
Homeland Security Act -
- Y larin i da gSal) IS gl aasg
overnment agen.ues are SRl 8 dy jlal) i) s Uaaas
largest users of private sector i Lalal
commercial data brokers i YD Aadh sd5e O (e BLEEAY)
Retention by ISPs and search addieeall Glily (pa Giagl) S jaa g

engines of user data




Legal Protectlons My@ ME\

® In United States, privacy rights 58 il Baadall el 6l 8
explicitly granted or derived from:  :(x baaiua gl 4ol pa dua guadll
Constitution ; Jf::
. " oSie il 4y s - \ |
® First Amendment—freedom CsSis z s - dsi

of speech and association ) . T
Jsara ye Gimy - aal Hll Jhaadll
®» Fourth Amendment— Lol
un_reasonable search and Aal g sle all e sl ol yaY)
seizure sl
® Fourteenth Amendment— Y1) 3aasall Aakai¥) 5 il sdll
due process (A 5all
Specific statutes and regulations sl gilal)

(federal and state)
Common law
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Informed Consent Aluwa 422) g4

= U.S. firms can gather and s Bae) g aan Ay ) S Al oSy
redistribute transaction a1 j3) 4880 ga y gd o alaal) Cila glaa
information without B _jailiuall
individual’s informed consent Lisosl 8 sl e
[llegal in Europe A8es 433) g
® Informed consent: *
Opt-in Ay €IY1 5 ladl) S 55 (e el o
Opt-out il jlae i sasiall Y ) Ld
Many U.S. e-commerce ) dna geadll Al (e e 2SS Gl gladll
firms merely publish a) i) alac S Kl aladial

information practices as
part of privacy policy or
use opt-in as default




The FTC’s Fa|r InformatlonPractlces*
oaid J Adalad) cula glaall cilas laa

® Guidelines (not laws) (O 581 (o 9) Agn sl g abuall
Used to base assessments and pp s Joan @ oyl poA R
make recommendations ; ubm sl
Sometimes used as basis for law (\_.?5) o5l U“L"“\% Llal padds
(COPPA) adalal) Cila glrall do jlaa jgalia

® Fair Information Practice principles 4:5:
Notice e oSl
Choice Y
Access s
Security 518 Ae san
Enforcement

Restricted collection



The FTC’s Fair Informatlon Practices

® New privacy framework (2010) (2010) waall dua padld)
Scope Bl
Privacy by design praalll i Spa puadll
g . JM%A J\_\s
Simplified choice
Greater transparency il Laal dmﬁ‘ s 2012
® 2012 Report: Industry best practices deliall
Do not track Y
Mobile privacy Jsall dpm goad
Data brokers i u\:\\*\j\. UMLA..M
. 0)9...\5 Aaia L;AJSA
Large platform providers I i) oyl § g ol
Development of self-regulatory )
codes




The European Data Protectlon Dlrectlve“ ‘
Slibad) dglaad 2999 4z 9310

Privacy protection much stronger in o 5 6 98 dua padd) Alaa
Europe than United States Baariall il o) (pa Ligy gl
European approach: r 908y el
Comprehensive and regulatory ; Lt 8 dpapdaii g alals
in nature Ol A g5 6Y) A glal) 4 g
European Commission’s Directive on :(1998) i) djlaa
Data Protection (1998): 2 da gadl) s pu g pu g
Standardizes and broadens ~¢—.’JJ};\1\ Ay laly
privacy protection in European relinall Cpal gl s 3 kadll 30 3 g
Union countries ey Gl A e clS yall 4l
Department of Commerce safe 4 ill JUsey) 4

harbor program:
For U.S. firms that wish to

ly with direct
~ Copyright © 2013 Pearson Education,fnc. =~ slide8=22



Industry associations include:

Emerging privacy protection business

uﬁ\ﬁ\ ﬁﬁlﬂ\ daldl) dsliall

Safe harbor programs: syl Dl =
Private policy mechanism to meet Calaal gaiadl Aalall Al 40
objecti\./es of government A8 jlite (90 Ao Sl dalaity)
regulations without government s Sl
involvement N ) s

Aua 9.\4;]
Privacy seal programs i e
sTRUSTe

TRUST “ .
) e Uaal) iyl 1) Jadii

(L))
(sb) A4 Aldle) 3 jalia

Online Privacy Alliance (OPA)
Network Advertising Initiative (NAI)
® CLEAR Ad Notice Technical

Specifications 4_{.\35\ Gliia) sall arisi ol IS
Privacy advocacy groups dua guadl) 3 goal) Cile gara

Jlae ¥ dua guadl) Ljlaa Andlil)




Technological Solutions

L gl i) J glal

= Spyware blockers A el B gl s
® Pop-up blockers A8i1al) A8 gil) &) pala
= Secure e-mail (9 AN & ) (pall

= Anonymous remailers, surfing GU‘“‘:L‘*?‘S” ‘dﬁﬁ&fﬂ*‘w
J Y i il Aa
= Cookie managers e 3

. . _ @A\J,m i «ala [ G Al
m Disk/file erasing programs ) ) ga
= Policy generators -4 da gl AP 3P
= Privacy Policy Reader—P3P A gard) Fldal) e

= Public key encryption




Intellectual Propertleghts
MJSAJ\ ‘USL\M djsa

All tangible and intangible products A galall e g A salall Ciladiall rea

Intellectual property: 14y 4841 dslall

of human mind s Al Jaall
Major ethical issue: sy ) ABMAY) dusil)
How should we treat property that ) DSliaall Jalas ol ul c_s-’—“:* —as
belongs to others? Ton AY) (il
Major social issue: s 1) Ao LatiaY) dusdl)
[s there continued value in ALl dles (88 jatue Aad lia da
protecting intellectual property in ?fﬁﬂ}" r=s o f‘-uﬁj‘
the Internet age? s A ) Asuluwd) dusasl)
Major political issue: 3 ladll 5 o yiry) e—‘-L*-‘-‘ OSay s
How can Internet and e-commerce ASLal) dilead LeaSat ) 45 ySIY)
be regulated or governed to protect 4 sl

intellectual property?




‘ IntellectuaI"Property Protectlon
4o Sl Aslall Adlas

Three main types of protectlon .@W‘ A £ 5) A3
Copyright | J““;\‘ dﬁ”
Patent 4, Jad) EC-;J\ :;L;
Trademark law 4 Sl Aslal) o 53 (e ciagd)

Goal of intellectual property law: Gadliial) slladll e il )53
Balance two competing waldll 5 ddlall
interests—public and private 1R mluaall (316 Ao Bliall o

£ AL Laila Laad da) g

Maintaining this balance of
dasaall Gl of o3Il

interests is always challenged by
the invention of new
technologies




Copyrlghtj-w-“ d

® Protects original forms of expression oSt g) Alualy) il S ang
(but not ideas) from being copied by S e Wi (e (Jugig{u_m

others for a period of time Sadl e 8RN oA

= “Look and feel” copyright gl Lliad " jelaal) g JLld)™
infringement lawsuits wadll g &1‘4-“ QA8
Fai doctri Jatad e\dﬁu\ﬂ K9

W Fair use doctrine “ how “ ag o
b (3 g8al Bajaal) 4d) o4l

m Digital Millennium Copyright Act, 1998 Arad Jl) 3l gall i
1998 S gl G o 8 a5 g
First major effort to adjust copyright laws sl e e Jaad ) sy sl Saalas 2

to Internet age il Sl 336yl ?“5"3“‘ o g5 sl daa
Implements WIPO treaty that makes it 3 5l \7’*)55353%‘ le Al ‘*‘-’w‘ Sle

illegal to make, distribute, or use devices il 5 aakall (§ sy denall

that circumvent technology-based

Brotections of coBzriﬁhted materials



Patents gbn\n uwu

® Grant owner 20-year monopoly & Lls 20 3aal JiaY) ala ia

on ideas behind an invention g1 541 g g By
Machines Yl
Man-made products GlaiY) aia (e Giladiia
Compositions of matter salall LS S
Processing methods uu‘djb

® Invention must be new, non- H duia ) AAY) G55 O) e
obvious, novel ‘\'»‘j.ﬁJ ‘C""‘.J

® Encourages inventors ) “"f”"“" ‘ H
o JMA (e dpaad) Gt pdi pady

® Promotes dissemination of new L il
techniques through licensing Jalsall ab, P o dadliall 3iA

m Stifles competition by raising Jeaal) ?‘-‘i

barriers to entry




) E-commerce Patents
dad g ASTY) 3 jladl) g £ AN Qe

= 1998 State Street Bank & Trust Jila AELY) 5 el oy i lis 1998
vs. Signature Financial Group L5l Adlal) de ganall
Business method patents e Y bl ) 2y ‘—’“U-’

MJJJ\J‘HW‘JJ‘UM‘Jﬁath ¥
L sl oS 1) i ol La Jard) by
Qle) ) 7 Sal

&) AN Gle) G sruaiall

G Jleel 185 541 2011

® Most European patent laws do
not recognize business
methods unless based on
technology

m Patent reform
Patent trolls

2011 America Invents Acts




Insight on Technology: Class Discussion

Theft and Innovation: The Patent Trial of the Century
QAL £ S3Y) cile) y daslaa 1 LI g 48 pull
m Do you agree with the jury finding Cpilaal) Aat dais o 381 65 Ja

that Samsung violated Apple’s il o gl gl gusabia
patents in the Samsung Galaxy 7 grstbin aranal ‘_,A Jal g) RaY)
design? ¢SS
Should “trade dress” patents cover gAY Glp) g (ard &l Al QA
basic shape elements, such as round- Jsad) yualic "c,SJ‘*: U“‘-ﬁf"
cornered squares used for icons? b piuall cilaludl Jia cApaibasy)

¢ 5ga_ll daddiiall B pdiecall

dil " spdiay sgaa" cuagd) Mg
& sall Cra o) " ady g gai™
1 calidy (i | o AY 5 el
07 pualos Al 00

The Apple “look and feel” has
inspired the “looks and feel” of many
other Web sites and devices. How is
this different from the Samsung
case?




Trademarks dq Jml\ ul..a).ﬂ\

Identify, distinguish goods, and ) B LN 9 W Jusal g adead) i
indicate their source L jlaa
Purpose Ul
Ensure consumer gets whatis /428 24 L Je éllghuall J gpan laiia
paid for/expected to receive wle ) gaall &3 giall
Protect owner against piracy oAY) g dua jall e Slllal) las
and misappropriation Algii)
Infringement sl Sl )
Market confusion e C)\-A.-!i
Bad faith NS
Dilution Al (o JlatV) Camiay (Al &l oLl
Behavior that weakens C:u.d\ g4yl

connection between trademark
and product




*rademari(“ and_the ternet
Ca “\JU MJIAJ‘ Gl

o Cybersquattmg

| _ (FIAY) ghud)
Anticybersquatting (LST) 3auSY) At ellginall e () 5ild
Consumer Protection Act 4 g Sty Ada J8l)
(ACPA) Typosquatting

m Cyberpirac ki Liss
yberp y ad)al) etals
Typosquatting ias b9 da

® Metatagging 4 lua

= Keywording
® Linking and deep linking
® Framing




Governance aSall

® Primary questions doclay) ddiuy)
Who will control Internet and e- 5okadll 5 i YL aSatan e
commerce? IREPRNY
What elements will be controlled patl e (Al a :’j;l:

and how? A5 A 5 Jladl aSal) Jal ya

m Stages of governance and e- -1970) Ase s<al 446 1 5 i
commerce (1994
Government Control Period (1998-1995) Laiiaill
(1970-1994) il Al 1995) (Sl agdail)
Privatization (1995-1998) (palall
Self-Regulation (1995-present) ) 1998) 4ae sSall Aidll

Government Regulation (1998- (raladl il

b
~ Copyright © 2013 Pearson Education,fnc. =~~~ slide833



Who Governs E-commerce and the Internet'-’
Cud i) g dad g iSIYY B jlail) aSay gﬁ\ A

® Mixed mode environment Llidal) aud o) diy
Self-regulation, through Ao gene I G oS r‘fl*‘m‘)
variety of Internet policy and Sl i Y ‘—‘L*“‘%“. e A8 s
technical bodies, co-exists g GAJSAHJ""‘ & ds‘ﬁ-“ Al
with limited government SliUail] s lau allai 1 olsy

regulation A gy i ATY) (A aSall) (Say

® ICANN : Domain Name System A e (a LBl il jag

= Internet can be easily controlled,
monitored, and regulated from a
central location




Taxation u-rb-d‘ U

Non-local nature of Internet AT B ladlt dulaal) & daudal)
commerce complicates ALl 439 o) g aSad) Liiad el
governance and jurisdiction Glaasall il pa
issues 4 Jadl) il il acd g ga
Sales taxes A (e il L s

1o - g LAl Al ) zma sall e e
MOTO retailing tax subsidies GGAZJM j M‘CZA&” Ll
Internet Tax Freedom Act L all ué"‘i Sl Gl iyl
Unlikely that comprehensive,

integrated rational approach to
taxation issue will be determined
for some time to come




Insight on Business: Class Discussion

Internet Sales Tax Battle
gﬁ\}&.‘\‘\ﬁﬂ&lﬂ:ﬂ Gilaasa

= Given the nature of the O (Al A e AN dapdal |l
Internet, should sales tax be R2ga o Claial) dy pa Al
based on the location of the bl e Yy lghall
consumer rather than the e 5 m ol Uil
seller? Jus )" dagts yaail ) — e
. Q\QJMLSM‘;\UJ}? b_juall
Why is there a struggle to SLA S phuall 4l Jles
define the nature of “smalli
business”? How big do you 44 3adl las <) 8l g i ghall S
think a “small business” is? Cilagsal) Ay i i) 8 J8 e da g aa

Are bricks-and-clicks retailers fdalaall

disadvantaged by local sales
tax laws?




Net Neutrallty Aual\ uaua

= Neutrality: All Internet activities Jaald & AT M\ aan 1aball

charged the same rate, sass oo B iy (Jamall (il
regardless of bandwidth used addial) g3 81 GUadll

= Differentiated pricing strategies Ata et clbagt) i
Cap pricing (tiered plans) (“A)Jl“ LLA) QS el

= Speed tiers de yall AL gl

Usage metering ARER ) g HE

m Congestion pricing e\;gj}[\ i)
Highway (“toll”) pricing el (":d:\*éé") Q—J)-"M éa)-u\

® Comcast slows users for certain u.a”d Q,)AM\ U‘Eﬁ ML..SAJS
traffic 294l A4S

2010 abad 4l cyLaiy) diad

m FCC’s 2010 “compromise” net A . ’
P Al dall as) gh i gucl)”

neutrality rules




B Publlc Safety a.nd Welfare
dae LaiaY) dile i1 g dalad) dadludl

® Protection of chlldren and strong Y gall Ma dygd eling JUkY) 4las

sentiments against pornography daalyl
Passing legislation that will G Slag p38 laal Gl St 8

survive court challenges has Slaat Al g slall a8 e (st

proved difficult o e
b yallall Jo 5 el 4l gasal) 2 ggad)

silaad) 9 4y 92¥) cilagaa anli g
A o)) 58 Lealaly Ladina (Lla

m Efforts to control gambling and
restrict sales of drugs and

cigarettes
© | | lated i yiY) e B pellall Gl g8 A& 518
Currently, mostly regulate o 5yl yt
by state law

Unlawful Internet Gambling
Enforcement Act




Insight on Society: Class Discussion

The Internet Drug Bazaar<si AY) & jadall ) 5k

®  What’s wrong with buying prescription drugs ddal) S 8lael) o) S ‘_,A Uadll oa La

online, especially if the prices are lower? Dl cuils 1) dald el AT e
¢ Ji

®  What are the risks and benefits of online . )
pharmacies? e Slliual) 2l g2 g shlia A Le
fd aiy)
= Should online pharmacies require a <l AT cldava @tlats o) caan Ja
physician’s prescription? Sandal) (pa duubs ddia g

z i sl i Y cilliua gaats LS

® How do online pharmacies challenge the ) :
LS g alblauall 5,085 Jles Y

traditional business model of pharmacies and

drug firms? PN
audall da) of Al Clbaadll A La
® What are the challenges in regulating online P AN eldiva

i ? " T
pharmacies? ellina (e 88 e g Ao (e

® Who benefits and who loses from online fou Ay
pharmacies?
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